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EXECUTIVE SUMMARY

For organizations of all sizes, security is a critical IT function that prevents business 
disruptions and ensures compliance with industry regulations and standards. 
Managing security, however, can be a complicated and time-intensive task. Many 
large corporations with hundreds of IT employees dedicate large organizations to 
security, often with resources specifically for antivirus and endpoint protection. 
It is a very different story for small and medium-sized businesses (SMB) with IT 
teams of five or fewer people. IT staff in SMBs are pulled in many directions and 
perform various different types of tasks, such as deploying new applications, 
maintaining infrastructure, and fixing problems. Security is one the many tasks 
these IT personnel manage. 

Antivirus-related complexities, slowdowns, and infection outbreaks introduce 
unnecessary disruptions in businesses and delay other projects the IT team must 
also address. The optimal security solution for SMBs would provide superior 
protection without adverse side effects (such as degraded system performance), 
requiring extra time from IT. Unfortunately, this is usually not the case. 

A recent Panda Security study indicates that 31 percent of IT managers in SMBs 
that are renewing their endpoint protection within the next six months complain 
that their current protection is difficult to manage and complicated to use. 

A new breed of endpoint protection – cloud-based antivirus – helps SMBs achieve these 
goals. This solution enables IT managers to simply use a web browser to install and 
manage endpoint protection, eliminating the need to maintain antivirus servers and 
VPNs. This approach also eliminates the need to visit remote locations to install and 
maintain virus protection. Due to the smaller endpoint client size, this technique reduces 
security-induced slowdowns. These attributes result in less financial overhead associated 
with security. The combination of traditional and cloud security better protects users 
against the latest threats.

This document explains the advantages and disadvantages of cloud-based antivirus 
and endpoint protection services and how they address specific challenges for IT 
departments in SMBs. The paper also compares various types of cloud-based security 
technologies, which helps to separate hype from tangible benefits.

Problems with the existing antivirus*

Slows down or crashes computers 63%

Difficult to manage and complicated to use

Too expensive

31%

30%

* Panda survey of problems with the existing antivirus in SMBs renewing subscription within 
   the next 6 months.

IT managers expressed the need for a robust antivirus that would just do its job 
and let them forget security headaches, such as complexity, performance, and 
financial overhead.
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EXISTING SOLUTIONS: COMPLEXITY AND OVERHEAD

Today, most existing virus protection products are difficult and expensive 
to deploy and manage. They slow down the systems on which they are 
installed, and often provide inadequate security. The virus protection that 
most companies assume is effectively protecting them may not be doing
the job.



Complexity

Most virus protection today must be 
deployed and managed in-house using 
customer-owned servers. Someone in 
the organization needs to initially install 
the virus protection software, configure 
it in some cases, manage it on an 
ongoing basis using often multiple 
complex interfaces, and generate 
reports for internal administration 
and to meet regulatory requirements. 
And when a user in the organization 
needs help with their virus protection, 
they contact the IT department, which 
diverts their time and attention away 
from other important initiatives.
With an increasing number of office 
locations, deploying and managing 
endpoint protection has become quite 
difficult. Managing traditional software 
for endpoint protection often requires 
physical visits to office locations and 
deployment of servers for each office 
location. This increases overhead in the 
form of IT time, costs, and resources.
 Mobile users, such as remote 
employees, employees working from 
home, business travelers, and others, 
add to the complexity of managing 
endpoint protection. Challenges include 
the difficulty of maintaining ongoing 
endpoint protection, periodically 
updating the protection, and protecting 
against the malware that mobile users 
may transfer to the network when they 
periodically return to the office.

Slowdowns

The computing resources that are 
often over-consumed by this virus 
protection could be otherwise used 
for other mission-critical applications. 
Instead, the virus protection grows 
to become “bloatware”; imposing 
significant overhead on endpoints. This 
performance impact translates into 
complaints from users about degraded 
system performance.

Financial Overhead

The traditional software model for 
endpoint protection also imposes a 
cost impact. The business foots the bill 
for the space, energy use, upgrading, 
and maintenance of these computing 
resources. The full cost of the existing 
solution, including endpoint software, 
management software, support, server 
infrastructure, management and 
maintenance, and disruption to other IT 
projects can be substantial.

Missed Malware

Most existing virus protection protects 
resources and information fairly well. 
However, there are more threats 
than ever before – PandaLabs has 
intercepted more malware in the last 
year than in the previous 16 years 
combined. Today’s malware is silent and 
difficult to combat as it remains hidden, 
causing identity theft, financial and 
productivity losses, and other adverse 
impacts. This malware landscape that 
organizations have to face requires a 
full set of maximized malware detection 
capabilities and a faster way to react to 
new threats than traditional protection 
(on-premise antivirus with scheduled 
updates) provides.
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WHAT IS THE ALTERNATIVE?

In the last 2-3 years since most SMBs last purchased or renewed their antivirus solution, 
significant advances in IT security have occurred. Most notably, cloud technology has become 
mainstream, providing solid benefits, such as ease of deployment and management, lighter 
footprint with no performance degradation on endpoints, and improved security. The table on 
next page compares traditional software to cloud service for endpoint protection.
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Comparison of traditional security software and cloud-based security

Deployment - Web-based management console eliminates the need for internal 
  security infrastructure
- Infrastructure hosted and managed, by Panda Security, saving cost and time 
- Single endpoint agent with three methods of installation
- Install from anywhere using just a web browser
- Typical endpoint installation in less than 10 minutes 

- Prerequisites (server, database, OS patches, and components) 
- Planning and design
- Network infrastructure preparation 
- Multiple installers (management, server, repository, client)
- Multiple and manual step install
- Typical install 2 -3 hrs
- Must be on-premises to install

Traditional Security Software Panda Cloud-Based Security Service

- Complex management 
- Limited to internal endpoint management software
- Multiple and complex screens for simple management tasks
- Need to update or upgrade servers and endpoints once or twice a year

- Complex reporting 
- No visibility for off-site endpoints
- Required database and large disk space for report storage

- High capital cost
- Initial hardware and software investment
- Recurring maintenance and support cost
- Administrative resources 
- Intangible costs (scalability, capacity, availability)

- High memory consumption 
- Average initial install size 400MB*
- Minimum install requirement 512 MB of average memory consumption

- Traditional method of detection 
- Average classification of new malware: hours
- Latency in detecting new malware

- Average endpoint signature size: 60 MB**
- Average daily updates: 5-10 MB*
- High bandwidth usage by updating direct from internal update servers

- Dedicated servers process more power and cooling
- Fuel and pollution from travel to remote sites to manage antivirus

Management

Reporting

Infrastructure Costs

System Performance

Security Strength

Updates

Green IT

- Simple web-based management 
- Management and visibility of internal and external endpoints  
- Works with most popular web browsers and mobile devices
- Manage from anywhere using just a web browser
- No need to upgrade – latest protection delivered from the cloud

- Simple detailed and graphical reports
- Real-time visibility of all endpoints on-site and off-site
- Scalable reporting storage capacity 

- No hardware or software to purchase and maintain
- Eliminated need to travel to remote sites to install or manage antivirus

- Low impact on system performance and bandwidth, as all resource intensive 
  activities are handled in the cloud
- Initial install agent 5.6 MB
- Minimum install requirement 64 MB

- Direct connection to Panda’s Labs for protection against the latest threats
- Average classification of new malware: 5 minutes

- Daily incremental daily updates range: 5-500 kB 
- Peer-to-peer updates minimizing bandwidth usage

- Environmental friendly; no internal security infrastructure 

* 400 MB. Average install size of traditional AV software on endpoints.
** 60 MB. Average size of traditional AV signature database.
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CLOUD-BASED SECURITY: 
HYPE VERSUS REALITY

Based on the table above, it is easy to see why more SMBs 
are embracing cloud technologies in many areas, such as 
file exchange, email, word processing, CRM, and “cloud” 
security solutions. However, not all solutions are the same. 
It is important to separate the hype that “cloud-enabled” 
software generates from the true benefits of a cloud-based 
security service.
 
One approach often utilized by vendors is to use the cloud 
for distribution of an existing security software product 
(“cloud-enabled software”). While this approach simplifies 
some tasks, such as access using the web for deployment, 
challenges remain such as complexity and slowdowns (if 
the client has not been redesigned to take advantage of the 
cloud).

Conversely, true cloud antivirus and endpoint protection 
utilizes an easy-to-use web interface to remove security 
complexity, as well as a lightweight agent that reduces 
slowdowns, as well as combines traditional endpoint security 
with protection from the cloud.
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PANDA SOLUTION OVERVIEW

This latter approach is the basis of the solution from Panda Security. When 
the endpoint protection comes up for renewal, this solution provides SMBs 
an easy-to-manage alternative that helps managers to forget security 
headaches, such as complexity, overhead and threats. Panda Security’s cloud-
based antivirus, called Panda Cloud Office Protection (Panda Cloud Office 
Protection), shifts security management to the cloud, providing easy-to-use 
and easy-to-maintain robust protection at minimal costs with minimal resource 
consumption.

This provides three primary advantages. First, it minimizes deployment and 
management hassles, enabling IT professionals to forget security complexity. 
Second, it minimizes its performance impact on desktops, laptops, and servers, 
enabling IT to forget security overhead. Third, it maximizes protection against 
a broad array of newly discovered malware, enabling IT to forget security 
threats. Closer examination of each of these aspects provides insight into this 
solution.



FORGET SECURITY COMPLEXITY

Using Panda Cloud Office Protection’s simple management through a hosted web console, administrators can manage the 
antivirus and firewall protection across all endpoints – even in remote offices – from any web browser. There is no need to 
buy software or additional infrastructure, or to contract specialized maintenance personnel. SMBs can simply subscribe to the 
service. Installation of endpoints can be deployed in three different ways:

• Remotely, by sending emails with a download URL.

• Transparently (without user intervention) to the selected endpoints with a distribution tool.

• Via an MSI installer for distributing through login script, Active Directory, Tivoli, SMS, or LANDesk.

Detailed graphical reports provide visibility of all endpoints on-site and off-site.
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FORGET SECURITY OVERHEAD

Architected for the cloud, Panda Cloud Office Protection has a small footprint and a negligible performance impact. Its ultra-thin client transfers most of the processor-
intensive activities to the cloud. Because Panda Cloud Office Protection’s web interface requires no server infrastructure, SMBs can eliminate server hardware, software, 
and maintenance; eliminate disruptions due to server downtime; and eliminate upgrade charges – all costs and hassles associated with traditional virus protection 
products. This not only eliminates headaches, but it also saves money. Table 2 compares Panda Cloud Office Protection performance with the performance of various on-
premise (traditional software) offerings for CPU usage, IDLE memory utilization, boot time, and IT launch/browser speed. 

Comparison of Panda Cloud Office Protection and Three Alternative Solutions: Performance*

CPU Usage 3%

Panda 
Cloud Office Protection

On-Premise A On-Premise B On-Premise C

IDLE Memory Use

Boot Time

IE Launch/Browser Speed

9 MB

65 sec

7.9 sec

13%

83 MB

104 sec

8.4 sec

16%

87 MB

130 sec

8.7 sec

31%

96 MB

178 sec

8.8 sec

* Data comes from Panda Security internal laboratories.



FORGET SECURITY THREATS

Panda Cloud Office Protection incorporates stronger security than most 
virus protection solutions on the market due to its use of “collective 
intelligence.” Collective intelligence is Panda Security’s cloud computing 
platform for automating the collection, classification, and detection of 
malware. The knowledge generated through collective intelligence is 
delivered to Panda Security’s solutions in real-time, drastically increasing 
protection capacity while reducing resource consumption to a minimum. 
All of this work is done in the cloud, in Panda Security’s datacenters, rather 
than on the user’s computers.

Panda Cloud Office Protection provides comprehensive endpoint protection, 
including virus protection, intrusion detection and protection, a firewall, 
and email protection. It protects desktops, laptops (mobile users) and file 
servers, regardless of whether they are in the LAN or in remote branch 
offices. Panda Cloud Office Protection maximizes protection for files, emails, 
HTTP/FTP, downloads, and instant messaging against known, unknown and 
hidden threats (e.g., viruses, worms, Trojans, spyware, adware, rootkits, 
bots, phishing, and others). In addition to its collective intelligence, Panda 
Cloud Office Protection marshals a system of in-depth malware audits (via 
Malware Radar); heuristics that conduct deep code inspection of files; and 
continuous, automatic signature updates. Panda Cloud Office Protection 
also employs an innovative system of reverse signatures, which creates a 
signature of a suspicious file at the endpoint, sends it to the Panda malware 
database, generates a Panda look up, and identifies whether it is malware.

The prestigious independent security laboratory, AV-comparatives.org, 
recently ran a security on-demand test on 18 different security solutions. 
Conducted in December 2010, the test ran a series of 82,036 samples of 
PUPs (potentially unwanted programs), which included spyware, adware, 
and rogueware. Panda Security’s solution detected more of these PUPs 
than any other solution. By detecting 99.9 percent of the PUPs, it earned 
the laboratory’s highest Advanced+ rating. For more information, visit 
http://press.pandasecurity.com/usa/news/panda-security%E2%80%99s-
antimalware-engine-winner-of-the-latest-av-comparatives-org-detection-
test/. Panda Security also finished in first place in a test of proactive 
detection of new malware by AV-comparatives, and finished in first place 
in a PC Security Labs test for threat detection, receiving an overall rating of 
five stars (highest ranking).
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CONCLUSION

Panda Security provides a cloud-based antivirus solution that is uniquely suited to small and medium-sized businesses, which want easy-to-use, yet robust 
virus protection so they can concentrate on their core business. This solution ensures maximum protection for desktops, laptops, and servers. By eliminating 
complexity and minimizing resource consumption, it minimizes operating costs. 
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