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Managing Market Data and Sarbanes Oxley Compliance  
for US Utility Companies 
 
Sandy Fielden, Vice President Energy Products, Logical Information Machines, Inc. 

The 2002 Sarbanes Oxley (SOX) Legislation in the United States created new accounting standards for stock exchange 
listed companies. The law requires companies to disclose in their financial reports any material weaknesses in their 
financial reporting systems. CEO’s and CFO’s must certify that the reports are accurate. Companies must not only 
audit their financial statements but also audit the internal systems and procedures used to produce the statements. The 
key piece of SOX for compliance is Section 404 which requires companies to review their internal controls over any 
process that might affect reported financial results and report any “material weaknesses” they find. 

This article looks at SOX compliance in the United States Electric Utility sector and discusses the implications of the 
legislation for managing market data. 

Electric utilities can be privately owned companies or publicly 
owned agencies that engage in the supply (generation, 
transmission and or distribution) of electric power. There are 
four types of utility; investor owned, federally owned, publicly 
owned and co-operatively owned.  Of these, investor owned 
utilities represent about 70% of the generation capacity and own 
73% of the transmission capacity in the United States. Most 
investor owned utilities are generators and either sell power at 
retail rates to consumers or sell power at wholesale (market) 
rates to other utilities. The majority of investor owned utilities 
are publicly traded companies. As such they are required to 
conform to SOX legislation. 

 
As with any company operating in the energy markets, utility companies must learn to live with volatile raw material 
prices. The final quarter of 2005 following hurricanes Katrina and Rita saw record high prices for energy, which many 
experts predict will continue for several years. Higher world demand for oil, particularly in China has put pressure on 
crude prices. Increased demand for natural gas in an era of declining production has created short term price spikes in 
that market (United States natural gas futures achieved 11 new historically high settlement prices during 2005). In 
response to higher natural gas prices, coal prices soared in 2005 not just in the older eastern coal basins of central 
Appalachia but also in the larger more plentiful basins in the west. The cost of using coal to generate electricity is also 
being increased by ever stricter emissions legislation. 

For most utilities, price volatility is an unattractive part of their business equation. Large utility companies represent 
huge investment in infrastructure, often over long periods of time. The traditional public utility company is the bell 
weather of “secure” investment because the business model is essentially a “cost plus” approach with a large rate 
paying base covering the regulated costs of providing utility service. The newer “merchant” utility companies are 
engaged in more profitable unregulated sales of electricity but they must still manage their business to achieve 
minimum returns over the payback period of their assets or face the threat of mounting debt or bankruptcy. 
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United States Regional Electricity Markets 

 

In a volatile price environment, energy players must determine their appetite for risk and set stockholder expectations 
about returns accordingly. As we have seen in 2005, the utility market appears to be increasingly divided in their 
appetite for risk. Companies like Calpine with an over exposure to price risk compared to their debt level, ended the 
year filing for Chapter 11. Companies like Constellation and Florida Power and Light agreed a giant merger, in part 
designed to consolidate their asset base and allow them to increase their profitable merchant trading activity by 
securing a higher credit rating. 

Any utility company embracing the new world of retail and wholesale markets is going to increase their exposure to 
market price risk. The necessary response to increased risk is to increase the company’s risk management activity. This 
can only be accomplished by hedging exposure to market price risks through financial instruments. The sophistication 
of financial instruments used for hedging energy price risk is increasing all the time. Besides regulated futures and 
options exchanges, the use of a plethora of over the counter (OTC) financial instruments known as derivatives has 
become popular.  

The SOX legislation increases the fiduciary responsibility of any company to manage market risk in a transparent and 
independent manner. It therefore follows that companies exposed to market risk must pay more attention to building 
internal controls and measures of compliance. Although traditionally these kinds of goal keeping activities have been 
the responsibility of external auditors, the SOX legislation quite specifically requires companies to develop their own 
compliance regime without relying solely on their auditor’s recommendations.   

It should not be forgotten that the SOX legislation was a reaction to a series of financial scandals that were headlined 
by the collapse of Enron in 2001. The very price volatility that attracted trading houses like Enron was intertwined with 
loose regulation of the markets and the naivety of new market entrants. Scandals about price manipulation and 
improper measures of risk abounded. 

After the fall of Enron, the energy industry made efforts to set its own house in order. The Federal Energy Regulatory 
Commission became involved in the regulation of market malpractice. The reaction of many trading companies was an 
immediate retreat from market risk. Trading volumes plummeted as counterparty credit risk increased. Market 
participants looked to more robust trading mechanisms such as clearing houses to take care of the risk of counterparty 
default. In short, the nature of energy market price risk coupled with the particular circumstances of a troubled period 
of deregulation, make SOX legislation particularly applicable to utility companies.  
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Moving Towards Compliance 

Since the most serious risks facing any utility company are related either to energy price volatility in the first place or 
the volatility of financial instruments used to manage risk, it is absolutely critical for the company to pay attention to 
market data.  In any case, the measures used to manage market risks always start with effective price discovery. As risk 
measures become more sophisticated, they rely more heavily on actual and historical market data for their calculation. 
SOX legislation requires proper internal controls over the handling of market data precisely because this data has such 
an important impact on the reporting of a company’s exposure to price risk.  

In the unregulated electricity market there are a myriad of different data 
sources that drive prices. In the new regional transmission organizations 
(RTO’s) market pricing is either driven by the FERC’s Standard Market 
Design model of locational marginal pricing (lmp) or zonal pricing as in 
California and Texas. Of these systems, the two day lmp pricing model 
used by PJM, New York, New England and the Midwest Independent 
System Operator are the most sophisticated. The basic function of the 
model is to determine the lowest priced generation bid into the system that 
will meet the expected load. The market price will “clear” at the 
intersection of supply and demand bids. By providing day ahead and real 
time pricing for every node on the transmission network, lmp price 
systems generate literally hundreds of thousands of market price signals 
every day. As well as price signals the systems deliver a host of 
information on load and generation, forecast and actual. 

Outside the RTO’s pricing is still largely set by bilateral trades between 
parties. Daily reports are available from services like the McGraw Hill 
Platts’ Megawatt Daily publication that covers the electricity spot market. 
Physical market transaction data is also available from brokers and trading 

platforms like the Inter Continental Exchange (ICE). Forward market data is available from reported sources such as 
Platts, from the brokers and from ICE. Forward electricity derivatives are also cleared on the NYMEX Clearport 
platform, which provides daily settlement values for contracts with open interest. 

Of course, electricity markets are closely dependent on raw material prices for natural gas and coal as well as 
competing fuels like oil. The natural gas market is dominated by the NYMEX futures contract but forward and physical 
deals are traded bilaterally at about 40 different US and Canadian hubs. There is also a coal futures contract on the 
NYMEX as well as daily price reports from Platts and Energy Argus. Coal fired generators must pay close attention to 
the market for emissions credits that will determine how best they meet Federal emission requirements. 

Weather data often drives short term electricity demand, so different sources of actual and forecast weather are 
important for utilities to have access to. Understanding the often complex transmission system and its various 
congestion charges are critical as well. Generation capacity outage information also provides an important 
understanding of potential network problems ahead of time. 

Much of this market data is critical to day to day management of a utility. Information about the transmission grid and 
weather forecasts has always driven generating decisions. The new RTO SMD systems generate a lot of pricing 
information but also take responsibility for network reliability and balancing supply and demand. The difference that 
the SOX legislation makes is that the data assumes more than operational significance and its gathering and distribution 
must be organized in a way that ensures compliance with internal controls. 
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Utility companies therefore face an uphill battle in having to gather market data from hundreds of different sources and 
make sure the information is up-to-date, accurate and reliable. For example, much of the RTO data is only available 
from the websites that the system operators maintain. Daily and hourly lmp pricing must be literally scraped from these 
websites on a more than hourly frequency. This requires constant checking to make sure the correct version of the data 
has been acquired. The process of collection is not “9 to 5” because the electricity flows around the clock every day 
including weekends. Data collection must be monitored around the clock. 

In addition to public market data, utilities must interact with the RTO’s to account for billing and scheduling of 
electricity flows. This is typically accomplished by secure certificates issued by the RTO that restrict access to 
authorized parties. Monitoring who received what data and ensuring the access of interested parties to the most current 
version requires proper organization. 

Sarbanes Oxley Requirements 

Section 302, 906 404 409 

Data 
Integration 

• Convert currencies 

• Track record adjustments 

• Keep historical data 
available for audit 

• Integrate internal transactional 
systems, logs & audit trails 
with external market & 
analytical data 

• Provide a search mechanism 
across structured & 
unstructured data 

• Integrate information across 
systems to monitor exceptions 
or process failures 

Data Quality • Identify & eliminate 
duplicates & data 
inconsistencies 

• Measure & improve meta data 
quality (data definitions, specs 
& standards) 

• Ensure data security 

• Measure & improve data 
accessibility & ease of use 

• Measure & improve data 
availability, timeliness  
& relevance 

Meta Data 
Management 

• Document data mappings, 
aggregations & 
transformation 

• Establish data stewardship 

• Establish roles for data access 
& manipulation 

• Establish approval hierarchies 

 

Reporting 
and Business 
Intelligence 

 • What-if analysis 

• Drill down & drill through 
from aggregate to detail views 

• Slicing & dicing 

• Stress testing & simulation 
techniques 

• Trend & historical 
performance analysis 

 

SOX Mandates Regarding Data Management 
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Keeping track of any changes or corrections to data presents a host of organization issues. The original source may 
change a number. Real time system prices that end up driving invoices are constantly being revised when new system 
information becomes available. It is necessary to make sure changes are captured and made available to all interested 
parties. Keeping track of changes or corrections is one of the key internal controls that SOX legislation governs. If 
unscrupulous individuals can simply change numbers with impunity, then data quality and accounting integrity both 
suffer. It is critical to understand when, where, and how changes occurred. 

Although most utility organizations can probably define a reasonable universe of market data that they must monitor, 
the changing shape of the electricity industry makes that task increasingly complex. New RTO’s like the Mid West 
System Operator are being planned and started all the time. Large RTO’s like PJM are constantly expanding their 
territory. New market mechanisms seem to appear every few months as the RTO’s experiment with different market 
designs. The complexities of transmission congestion management provide a good insight into the plethora of changing 
data. RTOs hold monthly and annual transmission rights auctions to counter congestion costs. Utilities must daily 
observe and maintain various degrees of reserve capacity to meet unexpected load variation. As this new data is added 
to the list of required information, it must be gathered and monitored. 

Increased risk management normally includes the monitoring and valuation of medium and long term electricity 
purchases and sales. Even if a utility company confines itself to short term day ahead activity, it will likely be involved 
in longer term fuel supply contracts. A variety of market based mechanisms can be used to hedge these longer term 
exposures, but risk managers must be able to value a company’s exposure accurately on at least a daily basis. This 
process of daily pricing of outstanding contracts is the starting point for risk reports that indicate to senior executives 
the “Value at Risk” of their current market exposure. “Value at Risk” is one commonly accepted measure that tells 
management if their risk exposure is under control and obviously satisfies SOX legislator’s concerns about monitoring 
performance. 

One day to day business problem that better risk management carries with it, is the need to collect market information 
to make daily valuations of term contracts. SOX specifically require that such market valuations be independently 
auditable. Risk managers therefore prefer to know the source of market data and that it accurately represents fair 
market value. When dealing in financial hedging instruments, this data is frequently hard to obtain if markets are not 
liquid. When the data is available from brokers or trading platforms, it is not necessarily consistent or clean and may 
require pre-processing.  

 

 

Outsourcing Market Data Management  

In the face of legislative requirements like SOX (and other predecessor accounting requirements such as the FASB 133 
rule), utility companies must make appropriate arrangements for the collection, organization and distribution of market 
data. As we have seen, the size of this problem in the deregulated electricity markets is not only large already but 
expanding rapidly. While most organizations have a solution in place that has let them “hobble” along for years, the 
pressure to improve data management is now coming from the top down. Since managing market data is not among the 
core capabilities of a utility company, many are looking to outside vendors for a solution. 

One company offering a comprehensive solution is Logical Information Machines, Inc. The company uses a state of 
the art data warehouse in Austin, TX to gather market data from over 200 sources. These include all the RTO lmp and 
ancillary market data. LIM also gathers data from traditional vendors like Platts as well as brokers and trading 
platforms like Ice and NYMEX Clearport. LIM has access to half a dozen different weather data vendors as well as 
fundamental generation data from Industrial Information Resources Inc and Genscape Inc.  
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Above is the LIM data warehouse job status dashboard. Operators monitor over 200 sources of data around the clock.  
Each piece of data goes through a 9 stage process before being sent to clients. 
   

Instead of collecting and monitoring market data themselves, LIM clients leave that task to the experts. New data sets 
are added automatically as they are made available. The data itself is delivered to a server container at the client site. 
Any data changes or corrections are logged and monitored. Many data quality checks are also performed by LIM. This 
process extends to data loaded locally by the client. Access to the data on the server is either through LIM client 
applications that are supported by a powerful query language or direct to the server through published Application 
Program Interfaces (API’s). 

Anthony D. Kolton, President of LIM states that; “it is very gratifying for us to be able to help clients as they grapple 
with Sarbanes-Oxley compliance issues. The data management task is clearly a critical component. At one time or 
another, most of our clients considered building their own system, but instead chose LIM and have not regretted their 
decision”.  

One such client is KeySpan, a large New York based utility company. 

“LIM provides KeySpan a reliable, sophisticated and cost effective vehicle for collecting and managing our commodity 
data used in wholesale gas and electric businesses. Hiring additional people to enter and quality control data or trying 
to build our own applications to collect this data just does not make sense when LIM has such an effective solution 
available”, stated Chris Conlon and Scott Vonderheide of KeySpan’s Enterprise Risk Management group.  

Mr. Kolton concludes; ”I have been in this business for 18 years, and every time I have seen an organization try to 
build and maintain their own market data management solution, it proved to be very costly, and ultimately a failure. 
When this happens, LIM will be there to pick up the pieces.” 

Contact LIM today at sales@lim.com to learn how the company helps the largest utility companies in the United States 
manage their market data. 
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